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Hard Decisions

• What makes decisions hard?

– Uncertainty

– Lack of information

– Consequences



“Risky” Decisions

• What makes a decision “risky”?

– Something can go wrong

– High probability of failure

– Dangerous environment

– High stakes (consequences)



Risk is part of life

• Every decision in an uncertain world 

involves some degree of risk.

– There is the risk that the cost will be higher 

than expected.

– There is the risk that the benefit will be 

lower than expected.

– There is the risk that the benefit will be too 

late.



Identify 
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Implement
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Management 
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RISK  MANAGEMENT  PROCESS





Risk Assessment

1. What can go wrong?

2. How likely is it to go wrong?

3. What are the outcomes or 

consequences?

4. How do you feel about it?
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Answering What Can Go Wrong

• Identify issue(s) of concern

• Initiating events

• Prior events

• Brainstorming
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Cybersecurity Example
The Army’s chief technology officer is concerned about the 

increasing number of cyber-attacks against the Army’s 

computer network. He is unsure whether these attacks are 

coming from individual hackers who want to cause mischief 

or from the country’s primary rival for power in the region. 

Although the vast majority of cyber-attacks are 

unsuccessful at cracking the Army’s firewall, some attacks 

have gotten through the firewall although even these 

attacks have been discovered quickly and thwarted thus 

far. 

• What is the primary issue of concern for the Army’s chief 

technology officer?

• What can go wrong that impacts that issue of concern?
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Theoretical Construct

What can go wrong?

Event A

Event B

Event C

.

.

.

How likely is it?

P(A)

P(B)

P(C)

.

.

.

Data, mathematical or physical model, subject matter expert
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Answering How Likely Is It

• Probability of an event

• Binary outcome

– Yes or No

– Success or failure

• Range of values

– Dollars

– Time

– Quality
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Example: Fatal Incidents

Sources: U.S. Bureau of Transportation Statistics, U.S. 
National Transportation Safety Board, U.S. National 
Highway Traffic Safety Administration, 2005-2009

Mode

Number of 
fatal 

incidents in 
U.S.

Miles 
traveled in 

U.S.

P{fatal
incident per 

1 million 
miles}

Air carrier 7 ~ 40 billion 0.00017

Automobile 180 369 ~ 15 trillion 0.012

Probability of negative outcome =
Number of negative outcomes 

Total number of trials
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Where do the probabilities 

come from?

• Direct assessment

• Historical data

• Theoretical models 

• Simulation models



A Little Practice with Probability

Binary outcome

Example: Risk of releasing classified information

Initiating event
Probability of 
initiating event

Probability of release
given initiating event

Intentional insider release 5.0*10-5 0.90

Outside hacking attempt 1.0 2.0*10-4

Accidental spillage 7.0*10-2 0.30

Write down the equation to calculate the 
probability of releasing classified information
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A Little Practice with Probability

Binary outcome

Example: Risk of releasing classified information

P(releasing classified information) 
= 5.0*10-5 * 0.90 + 1.0 * 2.0*10-4 + 7.0*10-2 * 0.30 = 0.021

Initiating event
Probability of 
initiating event

Probability of release
given initiating event

Intentional insider release 5.0*10-5 0.90

Outside hacking attempt 1.0 2.0*10-4

Accidental spillage 7.0*10-2 0.30
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AND & OR
• “And” means to multiply probabilities

Probability of releasing classified information due to 

intentional insider =

– Probability of intentional insider and release given 

intentional insider =

– 5.0*10-5 * 0.90

• “Or” means to add probabilities

Probability of releasing classified information =

– Probability of releasing classified information due to 

intentional insider or outsider hacking or accidental 

spillage =

– 4.5*10-5 + 2.0*10-4 + 0.021 = 0.021
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From Initiating Event to Outcome

• Several elements must occur in order for a 

negative outcome to materialize:

• Example: embezzlement 

• Steps that need to be accomplished

1. Person decides to embezzle money

2. Individual bypasses internal controls

3. Auditors do not catch the discrepancy

4. Individual successfully files false tax returns
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Example: Embezzlement
Assume the following probabilities

• 0.3 probability that person decides to embezzle money

• 0.8 probability that individual successfully bypasses 

internal controls

• 0.4 probability that auditors do not catch the discrepancy

• 0.9 probability that individual successfully files false tax 

returns

Write down the equation to calculate the probability that 

corruption occurs

• “And” means to multiply

• P(corruption) = 0.3*0.8*0.4*0.9 = 0.086
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Range of Outcomes
Use histogram (a picture of a probability distribution) 
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Overall Picture of Outcome

Use simulation to combine 

the different distributions 

(histograms)
P(A)

P(B)

P(C)
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Quantitative Measure of Risk

• Encourages use of numerical measures of 

uncertainty (e.g., probabilities)

• Allows for greater ranges in uncertainties 

(e.g., probability distributions)

• Leads to less ambiguous ranking of risks

• Helps leadership understand impact of risk 

reduction efforts and if risk reduction is worth 

cost

• Can take a lot of time and require a lot of 

effort
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Example: Project Management

• Issue(s) of concern

– Project will be late  time

– Project will cost more 

money

• What can go wrong?

– Materials do not arrive

– Workers strike

– Renovations are more 

difficult

– Weather delays works
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Project Management: 

How Likely Is It?
• Past data

– For similar projects, materials arrive

– Renovations are more difficult than what is expected about 

30% of the time

– Typically it rains 2-3 days out of every month for the next 

three months

• Labor unions signed a recent agreement so there 

should be labor peace while this project is ongoing, 

chance of strike is less than 0.1%

Lateness
Early or 
on time

1 – 14 
days late

15-30 
days late

31-60 
days late

More 
than 60 

days late

Probability 0.75 0.15 0.05 0.04 0.01
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Project Management: 

What are the consequences?
• Project is completed late

• Project costs more than what was estimated

• Lateness
– Project is delayed by 1 day for every day that materials 

arrive late

– If renovations are more difficult, project is delayed by 1 
week

– For every day that it rains, project is delayed by ½ day

– If workers strike, project is delayed by 2 weeks

• Costs: it costs an extra $500 for every day that 
the project is late
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Project Management Risks
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Best way to depict risk is through a probability distribution 

(histogram) over the outcome of interest

Depiction of Risk
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A Word of Caution

• Distribution functions are based on 

available data

• If the data does not exist (an event has 

not been observed) it does NOT 

guarantee that the event will never 

occur!

• Black Swan



Housing Bubble

Ben Bernanke and Alan Greenspan liked to 

argue, not so long ago, that the national real 

estate market was not in a bubble because it 

had never been in one before. Wall Street 

traders took the same view and built 

mathematical models that did not allow for the 

possibility that house prices would decline. And 

many home buyers signed up for unaffordable 

mortgages, believing they could refinance or 

sell the house once its price rose.

David Leonhardt, New York Times, 31 May 2010



Summarizing Risk

• Probability distribution (histogram) is most 

complete way to depict risk

• But a single number is easier to interpret 

• We may want to summarize the probability 

distribution into a single number for risk 

especially to help decision makers

• Many different options (advantages and 

disadvantages)
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Common Measures of 

Outcomes

1. Expected value

2. Variance

3. Critical threshold
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Expected Value

• Expected value of an outcome or 

consequence

– Expected number of lives lost

– Expected amount of money lost

– Expected number of days late

• Also known as the mean or average 

value
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Weighted Average

=SUMPRODUCT(A2:A8,B2:B8)

3.34
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Expected Values for Distributions

Expected value = 18.2 days late
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Expected Value Std. Dev. Variance

Armstrong 5.00% 2.50% 6.25

Reliant 5.70% 9.90% 98.01

Investment Decision I
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Expected Value Std. Dev. Variance

Armstrong 5.00% 2.50% 6.25

Reliant 5.70% 9.90% 98.01

Investment Decision I



 Expected values don’t always tell the full story.

 Sometimes variance is important.

(Remember, they’re point estimates)

Take-home message



Expected Value

Pros

• Expected value provides a measure of “central 

tendency” (where the histogram is centered around)

• If the event was repeated many, many times, the 

average of those times should equal the expected 

value

Cons

• May not accurately capture low probability, high 

consequence outcomes

• Does not take into account risk attitude (or it only 

reflects how a risk neutral decision maker sees the 

world)
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Expected Value

If you are given the expected value, you 

should ask

• What is the worst that can happen and 

how likely is that?

• What is the best that can happen and 

how likely is that?

• What is the variance or standard 

deviation for the distribution?
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Variance

• Risk was traditionally measured by 

standard deviation or variance 

(especially in finance)

• Measure of uncertainty

• Generally, risk increases as variance 

increases

• Captures low probability, high 

consequence better than expected 

value
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Comparing Alternatives

Variance = 1
Standard deviation = 1

Variance = 4
Standard deviation = 2

Expected cost = $10M
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Variance and Risk Attitude

If two distributions (histograms) have the 

same expected value, a risk averse 

decision maker will prefer the distribution 

with the smaller variance.
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Risk Attitude

Risk attitude: your willingness to accept a 

risk

1. Risk averse

2. Risk neutral

3. Risk seeking
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Do You Take the Deal?

A  Take the deal where you can win $1000 

or lose $1000

B  Do not take the deal (no gain or loss)

C  Completely indifferent (no preference) 

0.5

0.5

+$1000

-$1000

OR $0

46



Risk Attitude

0.5

0.5

+$1000

-$1000

OR $0
Expected value = 
0.5* $1000 + 0.5* -$1000 = $0

Prefer sure thing  risk averse

Prefer gamble  risk seeking

Indifferent  risk neutral
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Variance
Pros

• Measure of uncertainty

• Generally, risk increases as variance increases

• Captures low probability, high consequence better than 

expected value

• Can correspond to risk averse decision maker

Cons

• Gives no indication of central tendency 

• May not work well to compare risks when the expected values 

are different

• Even if the expected values are the same, the variance might 

not describe how long some of the tails are
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What About This Situation?

Variance = 2.25
Standard deviation = 1.5

Expected cost = $7.5M

Expected cost = $10MVariance = 1
Standard deviation = 1

49



Critical Threshold

• Probability of an unwanted outcome

• Probability outcome exceeds a critical value

• P{undesired outcome} 

• P{B < Bmin} 
– In terms of benefits, P{benefit is “too little”}

– Bmin is the minimum level of benefits that are good

• P{C > Cmax} 
– In terms of costs, P{cost is “too much”} 

– Cmax is the maximum amount of cost that is 
acceptable
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Expected Value Std. Dev. Variance

Armstrong 5.00% 2.50% 6.25

Reliant 5.70% 9.90% 98.01

Investment Decision I
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Expected Value Std. Dev. Variance

Grow Gold 7.30% 7.00% 49

Technodo 9.70% 12.70% 161.3

Investment Decision II
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 Expected values can be uninformative.

(likelihood of outcomes)

 Expected values coupled with variances 

are better, but can also be deficient.

 Only the distribution function of the 

payoffs contains the relevant information!

Distribution Information



m = 4000

s = 900

m = 4000

s = 900

Alternative 1 Alternative 2

Investment Decision III

Want profit > 0

Invest $3,000



Alternative 1



Alternative 2



Difficulties with Critical Threshold

Which investment alternative carries the most risk?

-$1000 -$500 $0 $1000

Alternative 1 0.05 0.2 0.5 0.25

Alternative 2 0.10 0.10 0.55 0.25

Alternative 3 0 0.25 0.5 0.25
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Difficulties with Critical Threshold

Which investment alternative carries the most risk?

P(ROI < 0)

Alternative 1 0.25

Alternative 2 0.2

Alternative 3 0.25

• Does not distinguish between losses that exceed threshold
• Does not distinguish between losses that do not exceed threshold

P(ROI < -$750)

0.05

0.10

0

-$1000 -$500 $0 $1000

Alternative 1 0.05 0.2 0.5 0.25

Alternative 2 0.10 0.10 0.55 0.25

Alternative 3 0 0.25 0.5 0.25
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Critical Threshold

Pros

• Answers the fourth question of how do you feel about 

the outcomes

• Corresponds to definition of risk as a chance of loss

Cons

• Does not distinguish between losses that exceed 

threshold

• Does not distinguish between losses that do not 

exceed threshold
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Critical Threshold

If you are given the critical threshold, you 

should ask

• What is the expected value?

• What are other bad outcomes that do 

not exceed the threshold?

• What are really bad outcomes that 

exceed the threshold and what are the 

chances of those outcomes?
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Comparing the Risk of Alternatives



Comparing the Risk of Alternatives

Suppose 

the budget 

cannot 

exceed 

$1770M



Comparing the Risk of Alternatives

Suppose 

the budget 

cannot 

exceed 

$1780M



Comparing the Risk of Alternatives

P(cost 

overrun) = 

9.63%

P(cost 

overrun) = 

97.76%



Cost Risk Curves
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Alternative A



Alternative B



Comparing distributions



Risk Curves



Comparing Risk

Qualitatively, risk is proportional to both 

the damage (consequences) which may 

be caused by an event and to the 

probability of this event. 
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Near certainty
80-100%

Highly likely 
60-79%

Likely
40-59%

Low likelihood
20-39%

Not likely
0-19%

Minimal 
or no 
impact

Cost 
increase 
< 1% of 
budget

Cost 
increase 
< 5% of 
budget

Cost 
increase 
< 10% of 
budget

Cost 
increase 
> 10% of 
budget

Consequence

Risk Matrix
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59% chance of 9.8% over budget 

62% chance of 5.2% over budget 

Expected percent over 
budget is 3.2%

Expected percent over 
budget is 5.8%



Risk Matrices

• Advantages

– Visual representation and intuitive

– Ensures that all decision makers use same 

organizational risk preferences

– Helps people answer the four questions

• Disadvantages

– Does not necessarily require analysis

– May not properly rank risks

– May not support good resource allocation 

decisions
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“Our armed forces remain capable, 

within an acceptable level of risk, of 

meeting the demands of our strategy.”

Maj. Gen. John J. Maher,

Vice Director for Operations, Joint Staff:

testimony before House National Security readiness subcommittee,

Feb. 1997

How much risk?





Risk components

• Risk probabilities are relatively more objective 

than risk consequences.  

• Perceptions of risk consequences are 

modified by experience, time of occurrence, 

culture, religion, and other variables that make 

humans unique.  

• The consequences (severity) of an occurrence 

are in the eye of the beholder.



“Acceptable” Risk?

• Risk – reflects a personal judgment

(What is the “unwanted” event?)

• Risk perception

– Emotional

– Psychological

• Influences acceptability of risk



Deep Water Horizon

Consider what BP executives must be thinking today. 

Surely, given the expense of the clean-up and the hit 

to BP’s reputation, the executives wish they could go 

back and spend the extra money to make Deepwater 

Horizon safer. That they did not suggests that they 

figured the rig would be fine as it was.

Congress capped a spiller’s liability over and above 

cleanup costs at $75 million for a rig spill. Even if the 

economic damages — to tourism, fishing and the like 

— stretch into the billions, the responsible party is on 

the hook for only $75 million.

David Leonhardt, New York Times, 31 May 2010



Risk Perception

• Consider the following activities, each of which is 

associated with the same risk of death (i.e., one chance 

per million in a year): 

– Flying 1,000 miles by jet

– Travelling 10 miles by bicycle

– Living within 5 miles of a nuclear reactor for 50 years

– Living two months in Denver on vacation from New 

York (thereby increasing exposure to cosmic 

radiation)

– Having one chest X-ray taken in a good hospital

– Smoking 1.4 cigarettes



Risk Assessment Mistakes

• When an event is difficult to imagine, 

we tend to underestimate its likelihood. 

This is the proverbial black swan.

• On the other hand, when an unlikely 

event is all too easy to imagine, we 

often go in the opposite direction and 

overestimate the odds. 



Decision Making and Risk

When you determine how to manage risk, 

you must answer

4. How do you feel about the outcomes?

85

Decision maker preferences

Risk attitude



Risks and Benefits

Risk cannot be spoken of as acceptable or not in 

isolation, but only in combination with the costs and 

benefits that are attendant to that risk.  Considered in 

isolation, no risk is acceptable!  A rational person 

would not accept any risk at all except possibly in 

return for the benefits that come along with it.

Even then, if a risk is acceptable on that basis, it is still 

not acceptable if it is possible to obtain the same 

benefit in another way with less risk.

Kaplan and Garrick, “On The Quantitative Definition of Risk”, 

Risk Analysis, Vol. 1, No. 1, 1981



Cost-Risk Tradeoff

Risk

Cost

Acceptable

Risk

Required Budget

Too Risky

Proposed Budget



Ultimately, policy makers must decide how much 

the United States is willing to pay to lower the risks

associated with deploying forces abroad. But some 

might argue that defense planners occasionally focus 

on absolute requirements – the minimum number of 

forces that they believe will meet DoD’s military 

needs – without fully weighing the relative risks 

and costs of alternative levels.

Moving U.S. Forces: Options for Strategic Mobility

Congressional Budget Office, Feb. 1997



Risk

Cost

Risk Management

old

new
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Key Questions when assessing 

“acceptability” of risk

• Risk to whom?

• Who suffers the loss?

• Who receives the benefits?

If the answers to the last two questions are not 

the same, you may encourage “risky” behavior



Managing Risk

• What can go wrong?

– Can I avoid it?

– Can I eliminate it?

• What is the likelihood?

– Can I reduce it?

• What are the consequences?

– Can I mitigate them?

– Can I transfer them?

– Can I prepare for them?



Avoid Hazards

• Search for an alternative that allows you to 
avoid hazards/threats

• Example: Postpone a mission until 
conditions change

• Possible drawbacks
– Additional costs or missed benefits by 

avoiding exposure

– May be impossible to avoid exposure 
(especially at strategic level)

– Inaction carries own risk
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Eliminate Hazards

• It may be possible to simply correct a 

hazardous condition

• Examples:

– Repair potholes in road

– Remove debris from airfield

– Change a flat tire



Reduce Probability

• Change the environment

– Regulations

– Introduce new players
• Empower interested parties

• Help create new groups

– Policy tools (foreign aid, loans)

– Accords, treaties, alliances

• Vaccinations



Minimize Consequences

• Diversify: spread the risk

– Invest in stocks as well as real estate

– Fund R&D for several parallel efforts

– Contract with several vendors

• Hedge: actions to handle your greatest 
weakness

– Buy options

– Procure redundant systems

– Keep a reserve



Transfer Consequences

• Examples

– Insurance: transfer all or part of the cost

– Contracts: negotiate who will bear the risk

– Treaties: share the risk with others

– Tactics: force protection vs. civilian 
casualties



Risks and Time

• Risks can change over time

• Risk management requires an 

awareness of how risks can change

– What can we do to reduce risks over time?

– Can we track our risks over time?

• At some point a risk can become an 

“event”

– The threat is certain, it has occurred





Plan for Risks

• Have plans for responding to indications that bad 
events are happening.

• Related to reducing the negative outcomes

• Need some way to reduce the consequences of the 
bad events 

• Know what  indications should prompt you to 
adopt the contingency

You need

flexibility, options, off-ramps, contingencies

PLUS responsiveness!
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Identify Conditions in Advance

• Flexibility reduces risk – but only if you 
know when to use it!

• Define in advance the indications 
(signs, conditions, information) that will 
prompt you to adopt a contingency

• Monitor risk over time

• Example: sell a stock if it falls 8% below 
the original purchase prices
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Summary

• Risk is a factor in every decision with 
significant uncertainty 

• Risk mitigation has a cost

• Risk management is about changing the 
answers to 3 questions:

– What can go wrong?

– How likely is it to go wrong?

– If it does go wrong, what are the 
consequences?


